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Access control policies (security controls)  
are not explicitly linked to what should be 
protected (assets) and why (security goals 

and requirements). 
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Physical objects Sensitive Information Intangible properties 

New assets to be protected (computer) 

Before After 

New security goals (computer’s integrity) 
must be guaranteed 

New risks of attack (intruders can 
access to the office) must be mitigated 

The security controls applied in the system may no longer be effective. 

Context changes bring new 
vulnerabilities (office is empty) 

Before After 

It is difficult to re-configure access control 
policies when assets or context change. 
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Patent 
Proposal Liliana Terminal name: ACS AET62

Hi Liliana. 
The door is open.

Door Screen

Claudio Terminal name: ACS AET62
Hi Claudio.
You cannot access to the room

Door Screen

Computer Terminal name: ACS AET62
New asset detected.

Door Screen

Liliana

Claudio

Terminal name: ACS AET62

Hi Liliana.
You cannot access to the room

Hi Claudio.
You cannot access to the room
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Bashar Terminal name: ACS AET62
Hi Bashar. 
The door is open.
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Liiiana

Claudio

Terminal name: ACS AET62

Hi Liliana. 
The door is open.

Hi Claudio.
The door is open.

Door Screen
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•  Assets and context can change at runtime, and this may affect related security 
concerns (threats, attacks, vulnerabilities, risk, security goals, and controls). 

•  Security is concerned with the protection of valuable assets from 
harm.  

Adaptive Security aims to continue to protect valuable assets from 
harm, even when security concerns change dynamically.  

To prevent potential attacks, security controls are adjusted 
depending on the (varying) risk of harm.  
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